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Dear Mr. Abadie and Ms. Peck: 
 
Enclosed is our final report summarizing the results of the District of Columbia (D.C.) Office of 
the Inspector General (OIG) Audit of the Use of Unauthorized Software at the Office of 
Contracting and Procurement (OCP).  This report is in response to a request by the Director of 
OCP, that the OIG investigate an OCP employee found to have hacking software installed on his 
government assigned personal computers.  The report was issued in draft as a Management Alert 
Report (MAR) 02-A-02.  Agency comments to the MAR are incorporated in this final report. 
 
We directed two recommendations to OCP and one recommendation to the Office of the Chief 
Technology Officer (OCTO).  OCP concurred with Recommendation 1 and the planned actions 
are responsive.  OCP did not respond to Recommendation 2.  We request that OCP provide 
comments on actions taken or planned in response to Recommendation 2 within 10 days of the 
receipt of this report.  OCTO concurred with the recommendations and has taken corrective 
actions to correct the deficiencies noted in this report. 
 
We appreciate the cooperation and courtesies extended to our staff during the audit.  If you have any 
questions, please fell free to call me at (202) 727-2540, or William J. DiVello, Assistant Inspector 
General for Audits, at (202) 727-2540. 
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EXECUTIVE DIGEST 
 
 
OVERVIEW 

 
This audit was conducted in response to a request by the Director, OCP, that the Office of the 

Inspector General (OIG) investigate an OCP employee found to have hacking software installed 
on his government assigned personal computers (PCs) and to advise OCP of possible courses of 
action.1  Based on concerns expressed by OCP, the Inspector General made a decision that an 
audit inquiry would be more appropriate initially, and if the audit inquiry revealed conduct with 
criminal implications, an investigation of the matter would ensue. 

 
The report was issued in draft as Management Alert Report (MAR) 02-A-02; agency 

comments to the MAR are incorporated in this final report in Exhibits 1 and 2. 
 
 
CONCLUSION 
 

Our review confirmed that an OCP computer specialist had installed and operated LOPHT 
Crack (software that could be used for hacking) on two OCP PCs.2  The computer specialist’s 
installation and use of the software went undetected by OCP because, in the absence of 
District-wide end-user computing guidelines, OCP did not establish adequate internal controls3 
over its end-user computing.4   

 
We are unable to conclude with certainty that the computer specialist utilized the LOPHT 

Crack software to compromise the OCP local area network (LAN).  However, based on our 
review, we question the computer specialist’s motives for:  (1) installing and utilizing LOPHT 
Crack; (2) possessing passwords belonging to other D.C. Fire and Emergency Medical Services 
(DCFEMS) Management Information System (MIS) employees; (3) possessing the DCFEMS 
configuration settings required to logon to the DCFEMS LAN; (4) installing and utilizing Novell 
Client5 when OCP does not need the Novell Client for its computer operations; (5) possessing 
Outlook6 address files and personal e-mail files named after the current OCP Director; (6) 
utilizing another OCP employee’s PC after his assigned PCs were confiscated; and (7) refusing 
to provide his PC and OCP local area network logon password to OCP management and the 
OIG. 

                                                 
1  Hacking, in this instance, refers to gaining unauthorized access to computer systems. 
2  LOPHT Crack is software designed primarily to capture passwords for users on a local machine or to ferret out 

passwords and login information over a network.  A 30-day trial version can be downloaded from the Internet. 
3  Internal controls are policies, procedures, practices, and organizational structures designed to provide reasonable 

assurance that business objectives will be achieved and undesired events will be prevented or detected and 
corrected.   

4  End-user computing occurs whenever the user has the tools to generated and manipulate information.   
5  Novell Client is workstation software that allows the Novell operating system to interface with the Windows 

desktop environment.   
6  Outlook is a communication and messaging software and two of its basic features are e-mail and task 

scheduling.   
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We determined that OCP could have prevented or detected the installation of LOHPT Crack 
and its use to obtain passwords earlier if District-wide end-user computing guidelines and 
procedures were in effect.  Such policies and procedures would have:  (1) prohibited the 
installation of potentially harmful software on District-owned PCs, and (2) required agencies to 
actively monitor District-owned PCs for such software.  In the absence of District guidelines, 
OCP should have developed its own end-user computing guidelines.  Through discussions with 
OCTO and information technology (IT) representatives of District agencies, we determined that 
there is no District-wide policy on this issue and the majority of District agencies have not 
established their own policies and procedures governing the following areas for end-user 
computing environments:  (1) personal and ethical responsibility; (2) physical security; (3) 
privacy of electronic communication; and (4) acquisition, implementation, and use of third-party 
products and services.   

 
As a result, the risk exists that OCP, in this instance, cannot consistently hold employees 

accountable for equipment and software entrusted to their care or prevent inappropriate PC usage 
without end-user computing policies and procedures that are consistent with the District’s 
security and internal control framework.  End-user computing policies and procedures would 
provide internal controls and a basis to address inappropriate behavior and to create an awareness 
program that would foster effective internal controls.  
 
CORRECTIVE ACTIONS 
 

We directed two recommendations to OCP and one recommendation to OCTO that we 
believe are necessary to correct the deficiencies noted in this report.  The recommendations, in 
part, center on:   
 
1. OCP developing policies and procedures over it’s end-user computing;  

2. OCP taking a personnel action, if deemed appropriate for the circumstances, in accordance 
with the District of Columbia Personnel Manual, for misuse of government equipment and 
resources; and  

3. OCTO developing policies and procedures over the District’s end-user computing 
environment. 

 
MANAGEMENT COMMENTS 
 

OCP did not indicate whether they concurred or non-concurred with Recommendation 1.  
However, OCP provided us with an interim Information Technology Security Policy dated 
December 10, 2001, and stated that they would implement more specific policies governing end-
user computing by the 3rd quarter, FY02.  OCP did not respond to Recommendation 2.
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OCTO concurred with Recommendation 3.  OCTO stated that they have implemented an 
Information Technology Security Program that fully covers the issues provided in 
Recommendation 3.  OCTO stated that it is their goal to centralize the policies and procedures 
and the management of the policies, procedures, and controls. 

 
OIG RESPONSES 
 

OIG believes that OCP’s response to Recommendation 1 is adequate and should assist in 
providing guidance to OCP employees on acceptable usage of computer resources. 

 
OCP did not respond to Recommendation 2.  OIG requests that OCP provide comments in 

response to Recommendation 2 within 10 days after receipt of this report. 
 
OIG believes that OCTO’s responses to Recommendation 3 are adequate and should assist 

District agencies in providing standards and guidance to District employees on acceptable usage 
of District IT and computer resources.
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INTRODUCTION 
 
 
BACKGROUND 
 

On August 16, 2001, the OCP network services manager received a call from an OCTO 
network engineer who was monitoring network traffic over the D.C. wide area network 
(DCWAN).7  The OCTO network engineer informed the OCP network services manager that a 
PC assigned to OCP was emitting an unusually high volume of traffic over the DCWAN.  In an 
effort to determine why the PC was emitting such a high volume of traffic, OCTO dispatched a 
network engineer to OCP.  After consultation with the OCTO network engineer, OCP 
determined that the PC emitting the unusually high volume of traffic was assigned to the 
computer specialist.  The contractor performing LAN administration services for OCP, in the 
presence of the OCTO network engineer, had the computer specialist log onto his assigned PC 
and the OCP network in an attempt to determine what was causing the high volume of network 
traffic.  The OCTO engineer determined that the computer specialist’s PC was infected with the 
CODE RED Worm, which would cause the PC to emit an unusually high volume traffic over the 
network.8   

 
The OCTO network engineer also observed that LOPHT Crack was installed on one of the 

PCs assigned to the computer specialist.  The OCTO network engineer informed his immediate 
superior, the OCTO Director of IT Security.  The OCTO Director of IT Security contacted the 
OCP Director to inform him that an OCP employee had LOPHT Crack installed on his assigned 
PC.  Subsequently, OCP confiscated two PCs that were assigned to the computer specialist and 
restricted his building access to coincide with his tour of duty.   
 

As a result of the OCP Director’s discussion with OCTO personnel, the OCP Director 
contacted the OIG to request an investigation of this matter.   
 
OBJECTIVES, SCOPE, AND METHODOLOGY 
 

Based on concerns expressed by OCP, the Inspector General made a decision that an audit 
inquiry would be more appropriate initially, and if the audit inquiry revealed conduct with 
criminal implications, an investigation of the matter would ensue. 

 
The objectives of our audit was to determine if:  (1) the computer specialist had installed and 

used unauthorized software on a government PC; (2) the computer specialist had used the 
unauthorized software to compromise District IT resources; and (3) adequate internal controls 
had been established over OCP’s end-user environment.

                                                 
7  Network traffic includes signals sent from local area network (LAN)/wide area network (WAN) 

workstations/servers to other workstations/servers throughout the network. 
8  The CODE RED Worm is a malicious code transmitted over the Internet that causes data flow in unprotected 

web servers to exceed its data storage areas (buffer-overflow).   
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Our review was limited to a review of software, hardware, files, and folders contained on two 
of the computer specialist’s assigned government computers. 

 
We accomplished our audit objectives by:  (1) conducting interviews with responsible OCTO 

and OCP management, and other involved personnel; (2) inspecting and inventorying software, 
hardware, files and folders on the two PCs assigned to the computer specialist; and (3) reviewing 
other documentation as it became necessary. 
 

Our audit was conducted in accordance with generally accepted government auditing 
standards. 
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FINDING AND RECOMMENDATIONS 
 

FINDING:  INADEQUATE CONTROLS OVER END-USER COMPUTING 
 
SYNOPSIS 
 

Our review confirmed that the computer specialist had:  (1) installed and operated LOPHT 
Crack on two OCP PCs; (2) installed Novell Client when the OCP computing environment does 
not require it; and (3) stored questionable documents and e-mail files.  We also noted 
questionable behavior surrounding the computer specialist’s usage of another OCP employee’s 
assigned PC and the computer specialist’s refusal to provide OCP and OIG management with his 
assigned PC and OCP local area network logon password.  

 
These conditions occurred and went undetected by OCP because, in the absence of District-

wide end-user computing guidelines, OCP did not establish adequate internal controls over its 
end-user computing.  Additionally, OCTO has not implemented District-wide end-user 
computing guidelines.  As a result, the computer specialist was able to install and execute 
software which would allow him to capture other user’s passwords and install and utilize 
software that was not approved by OCP, apparently without having violated any policy to the 
contrary.   
 
 
AUDIT RESULTS 
 

LOPHT Crack - The computer specialist informed us that the former OCP Director tasked 
him with evaluating OCP’s automated procurement system and an e-mail calendar scheduling 
software, and that he had installed LOPHT Crack on both of his OCP-assigned PCs to assist in 
this process.  The OCP network services manager also informed us that the computer specialist 
was tasked by the former OCP Director to:  (1) evaluate an e-mail calendar scheduling software; 
(2) assist in developing an IT strategic plan; and (3) evaluate hardware and software prior to its 
acquisition.  
 

The OCP computer specialist provided us with two memoranda, dated August 15, 2000, and 
September 18, 2000, to support his assertion that the former OCP Director assigned him 
evaluating responsibilities.  Neither of the memoranda granted explicit permission nor implied 
that the computer specialist should install and use LOPHT Crack on OCP-assigned PCs.  One 
memorandum contained recommendations from the computer specialist to the former OCP 
Director suggesting the purchase and evaluation of software designed to capture and recover 
passwords.  However, the computer specialist could not provide us with any documentation 
indicating whether the former OCP Director agreed with or accepted the recommendations, nor 
could the computer specialist provide us with documentation of the results of any tests and 
evaluations performed.   

 
The computer specialist also told us that he did not inform the current OCP Director, the 

OCP network services manager (his immediate supervisor), or any of the OCP IT staff that he 
intended to run LOPHT Crack on OCP PCs or against the OCP network.  He further stated
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that he was unaware of any OCTO, OCP, or District policy forbidding the installation and use of 
LOPHT Crack.   
 

In order to install LOPHT Crack, the user must have administrator rights to the PC on which 
the software will be installed.9  The OCP network services manager informed us that the 
computer specialist did not have administrator rights to the OCP LAN, and the computer 
specialist confirmed that he did not have administrator rights to the OCP LAN.  However, we 
discovered that the computer specialist did have administrator rights to both his OCP-assigned 
PCs, thereby enabling him to install LOPHT Crack.  After executing LOPHT Crack, the 
computer specialist could utilize the captured logon user names and passwords to assign himself 
administrator rights to the OCP LAN.  With administrator rights, the computer specialist would 
have had unlimited access to applications and confidential files on the OCP LAN.  However, we 
did not find any logs or data indicating that the computer specialist obtained OCP user accounts 
and passwords.  Instead we found LOPHT Crack logs that contained the user account names and 
passwords for DCFEMS’ IT personnel and contractors working with the DCFEMS MIS division 
on both of the computer specialist’s PCs.   
 

Prior to his employment with OCP, the computer specialist was the former DCFEMS MIS 
Director.  The computer specialist left the employ of DCFEMS in July 2000.  We determined 
that the LOPHT Crack logs were created in October 2000, and that one of the DCFEMS user 
passwords contained in the log was active until we notified DCFEMS in October 2001 of the 
need to change passwords.  We also determined that the DCFEMS employee, whose password 
was active, had administrator rights.  Consequently, the computer specialist could have used the 
DCFEMS employee’s name and password, with the corresponding administrator rights, to access 
the DCFEMS LAN and take full control of the LAN resources. 

 
The current DCFEMS MIS Director informed us that the computer specialist’s access 

account was closed and the systems administrator password changed after the computer 
specialist left DCFEMS.  However, DCFEMS IT personnel informed us that the last access to 
the DCFEMS LAN using the computer specialist’s user name was on October 19, 2000, 
three months after he left DCFEMS.  In addition, we noticed that the name of another former 
DCFEMS MIS Director, who left in October 2000, appeared in the Novell Client login user 
name box on one of the computer specialist’s OCP-assigned PCs, and that someone using this 
former DCFEMS MIS Director’s user name last accessed the DCFEMS LAN on 
January 27, 2001. 

 
The computer specialist informed us that on several occasions, both OCTO and DCFEMS 

personnel requested that he access the DCFEMS LAN to unlock accounts and retrieve 
information.  However, the current DCFEMS MIS Director informed us that DCFEMS has its 
own IT staff and LAN administrators and that the computer specialist had no authority or 
responsibility requiring that he access the DCFEMS LAN after his departure.  We could not 
determine conclusively that the computer specialist utilized LOPHT Crack to compromise the 
                                                 
9  Administrator rights are granted to the person responsible for the operation of the network and allow the 

administrator, or designated persons, to have full control over the operating system and network resources. 
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OCP LAN and gain access to sensitive files and folders or that the computer specialist accessed 
the DCFEMS LAN.   
 

Novell Client - In addition to LOPHT Crack, the computer specialist also had Novell Client 
installed on both of his OCP-assigned PCs.  The contractors responsible for administering OCP’s 
LAN informed us that OCP employees do not need Novell Client installed on OCP PCs because 
OCP uses Windows NT and Novell Client is used to access Novell Servers.10  The computer 
specialist informed us that he installed Novell Client because of personal preference.   

 
The DCFEMS MIS Director told us that DCFEMS uses the Novell operating system for its 

servers.  The computer specialist had the DCFEMS Tree11, DCFEMS Context12, and DCFEMS 
Server’s Internet protocol (IP) address13 on both PCs Novell Client logons.  Accordingly, the 
computer specialist could logon to the DCFEMS servers with this configuration using the user 
names and passwords he obtained from executing LOPHT Crack.   

 
In addition, we found that a directory on one of the computer specialist’s assigned PCs 

contained a mapping14 to a DCFEMS server’s IP address.15  In order to map to a server, the user 
must have an account on the destination server.  The computer specialist would not have been 
able to map to the DCFEMS server without first having an account and password to the 
DCFEMS server.  The computer specialist informed us that the reason he had DCFEMS 
configurations on his OCP-assigned PCs was because he imaged his OCP-assigned PCs from PC 
configurations he had while at the DCFEMS.  However, based on the computer specialist’s 
current employment and position description at OCP, we found no need for the computer 
specialist to have the DCFEMS server and domain configurations. 
 

Documents and E-mails - We found two Outlook files on one of the computer specialist’s 
OCP assigned PCs named “AbadieJ.Pab” and “AbadieJ.Pst”.  The Pab extension indicates the 
file is the address book file for Outlook and the Pst extension is the personal file where e-mails 
are kept.  However, neither of the files contained any addresses or e-mails.  The computer 
specialist informed us the files may have inadvertently gotten on his PC while setting up the 
OCP Director’s calendar software.  We also found numerous documents and e-mails regarding 
work conducted during the computer specialist’s employment with DCFEMS, but we were 
unable to determine conclusively that the computer specialist logged onto DCFEMS’s LAN after 
he left DCFEMS to obtain the documents and e-mails.   

 

                                                 
10  A server is a computer or device on a network that manages network resources.  For example, a file server is a 

computer and storage device dedicated to storing files.   
11  A tree is a hierarchical arrangement that shows the relationship of a grouping of computers (domain) to each 

other and other network resources.  
12  Context is the position of an object within the Directory tree structure. 
13  An IP address is a logical 32-bit address that identifies a transmission control protocol (TCP)/IP host. 
14  A mapping is the designation of a path to a particular resource.   
15  An OCTO security representative identified the IP address as one belonging to DCFEMS. 
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Questionable Behavior - An OCP employee stated that upon arrival at work, August 23, 
2001, when attempting to logon to the OCP LAN, she noticed that the computer specialist’s user 
name was in the login user name box on her OCP assigned PC.  The computer specialist 
informed us that he might have used the OCP employee’s assigned PC to download a report.  
This occurred after OCP had confiscated the computer specialist’s two OCP assigned PCs. 

 
The OCP LAN administrator provided us with security logs that indicated that someone 

using the OCP employee’s assigned PC and the computer specialist’s user name logged on and 
off of the OCP LAN on August 22, 2001, fourteen times between the 7:14 PM and 10:45 PM.  
The security logs also indicated that someone using the OCP employee’s assigned PC invoked 
privilege use,16 object access,17 and the account manager.18 
 

The computer specialist informed us that he was confused about the date and times on the 
event logs.  The computer specialist said he did not recall being in OCP during the times in 
question.  We requested from the OCP Security Manager the August 22, 2001, building access 
logs for the 441 Judiciary Square Building to determine if the computer specialist’s building 
access card had been used to enter the building on the date and times indicated on the security 
logs.  However, OCP was unable to provide us with the building access logs.  The OCP security 
manager informed us that the building facility manager was unable to obtain the building access 
logs for the requested date.  As a result, we were unable to determine if the computer specialist’s 
building access card was used to access the building on the date and times indicated on the 
security log.   

 
The Network Services Manager informed us that the computer specialist refused to provide 

his password for logging onto the OCP network and local PC.  The Network Services Manager 
said the computer specialist offered to change his password and then provide it to him.  We also 
requested the computer specialist provide us with the password to the PC containing the 
Windows 2000 operating system.  However, the computer specialist refused and changed the 
password.  The computer specialist said he did not want to provide his password because he uses 
the same password to logon to other systems and it might compromise his security.  After we 
gained access to the Windows 2000 PC, we observed that the computer specialist had a mapping 
to a DCFEMS server.  As a result of changing the password, we were unable to determine if the 
computer specialist had access to the DCFEMS server.  If the original password had been 
provided, it could have possibly provided the logon connection to the DCFEMS server. 
 

                                                 
16  Event describes both successful and unsuccessful attempts to use privileges.  Privileges are a user right which is 

assigned to a user and that specifies allowable actions on the network.  An example of a privilege is the right to 
shut down a system.  

17  Event describes both successful and unsuccessful accesses to protected objects.  Objects are entities such as a 
file, folder, shared folder, printer, or Active Directory object described by a distinct, named set of attributes.  

18  Event describes high-level changes to the user account database.  Account manager is a tool used to manage 
user accounts and groups.  Tool can be used to create new users and groups, add users to groups, remove users 
from groups, disable user and group accounts, and reset passwords. 
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The computer specialist’s PC with Windows NT was a member of the OCP domain and the 
PC with Windows 2000 was not.  The OCP LAN administrator has control over all PCs within 
the OCP domain.19  However, the computer specialist’s PC with Windows 2000 was configured 
as a workgroup and not under the control of the OCP LAN administrator.  This configuration 
would allow the computer specialist to utilize the PC with Windows 2000 to authenticate to the 
OCP domain through the PC with Windows NT and utilize OCP domain resources without the 
OCP LAN administrator having control over the PC.  Adequate internal controls would provide 
that the administrator have physical and access control to all PCs within the organization.   
 
 
RECOMMENDATION 1.  We recommend that the Director of the Office of Contracting and 
Procurement develop interim policies and procedures over end-user computing, pending the 
completion of actions taken to resolve Recommendation 3 directed to the Office of the Chief 
Technology Officer.  At a minimum, these policies and procedures should cover:  
 
a) personal and ethical responsibility;  
b) physical security; 
c) privacy of electronic communications;  
d) acquisition, installation, and use of third-party products and services; and 
e) penalties for unauthorized use.   
 
Agency Comments 
 

OCP did not indicate whether they concurred or non-concurred with Recommendation 1.  
However, OCP provided us with an interim Information Technology Security Policy dated 
December 10, 2001.  The policy covers:  (1) personal and ethical responsibility; (2) physical 
security; (3) privacy of electronic communications; (4) acquisition, installation and use of third-
party products and services; and (5) penalties for unauthorized use.  OCP further stated that it 
plans to issue specific written policies and procedures covering  (1) desktop computing, 
(2) remote access, (3) network usage, and (3) virus protection policy and procedure.  OCP stated 
that this policy should be implemented by the end of the 3rd quarter, FY02. 
 
OIG Response 
 

OCP’s response to Recommendation 1 is adequate.  When fully implemented, the policy 
should assist OCP in providing guidance to OCP employees on acceptable usage of OCP 
computer resources. 

                                                 
19  In this situation, control means the ability of the OCP LAN administrator to access the PCs through 

administrative functions. 
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RECOMMENDATION 2.  We recommend that the Director of the Office of Contracting and 
Procurement take personnel action, if deemed appropriate for the circumstances, in accordance 
with the District of Columbia Personnel Manual, for misuse of government equipment and 
resources. 
 
Agency Comments 
 

The OCP did not provide comments in response to Recommendation 2.   
 
OIG Response 
 

OIG requests that OCP provide comments on corrective action planned or taken in response 
to Recommendation 2 and provide comments within 10 days after receipt of this report. 
 
 
RECOMMENDATION 3.  We recommend that the Office of the Chief Technology Officer 
develop District-wide policies and procedures over end-user computing.  At a minimum, these 
policies and procedures should cover: 
 
a) personal and ethical responsibility;  
b) physical security; 
c) privacy of electronic communications;  
d) acquisition, installation, and use of third-party products and services; and 
e) penalties for unauthorized use.   

 
Agency Comments 
 

OCTO concurred with Recommendation 3.  OCTO stated that they have implemented an 
Information Technology Security Program that fully covers the issues provided in our  
Recommendation 3.  OCTO stated that it is their goal to centralize the policies and procedures 
and the management of the policies, procedures, and controls. 
 
OIG Response 
 

The OIG believes that OCTO’s response to Recommendation 3 is adequate and should assist 
District agencies in providing standards and guidance to District employees on acceptable usage 
of District IT and computer resources. 
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Additional Comments 
 
OCTO and OCP should consider incorporating in their end-user policies and procedures 

provisions for ensuring that the administrator has the authority, responsibility, and capability for 
controlling all computer resources operating on or through an agency’s computer network.  The 
provisions for control should include, at a minimum, the administrator’s authority for physical 
and logical access to all the agency computer resources; and authority, responsibility, and 
capability for identification and inventory of all hardware and software operating on the agency’s 
computer network. 
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EXHIBITS 
 

EXHIBIT 2:  OFFICE OF THE CHIEF TECHNOLOGY OFFICER’S RESPONSES 
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